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1. ʆ ʢʦʤʧʘʥʠʠ Quest 
 

ʂʦʤʧʘʥʠʷ Quest ʧʨʝʜʣʘʛʘʝʪ ʧʨʦʛʨʘʤʤʥʳʝ ʨʝʰʝʥʠʷ ʜʣʷ ʢʦʨʧʦʨʘʪʠʚʥʳʭ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ. ʄʳ ʧʦʤʦʛʘʝʤ ʨʝʰʘʪʴ ʧʨʦʙʣʝʤʳ, ʚʳʟʚʘʥʥʳʝ ʨʦʩʪʦʤ 

ʜʘʥʥʳʭ, ʫʚʝʣʠʯʝʥʠʝʤ ʦʙʲʸʤʘ ʦʙʣʘʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ, ʧʦʷʚʣʝʥʠʝʤ ʛʠʙʨʠʜʥʳʭ 

ʮʝʥʪʨʦʚ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʫʛʨʦʟʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʦʨʤʘʪʠʚʥʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ. 

ʅʘʰ ʧʦʨʪʬʝʣʴ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʨʝʰʝʥʠʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠ ̫ʙʘʟʘʤʠ ʜʘʥʥʳʭ, ʟʘʱʠʪ r

ʜʘʥʥʳʭ, ʫʧʨʘʚʣʝʥʠ ̫ʢʦʥʝʯʥʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʨʝʰʝʥʠ ̫ʚʦʧʨʦʩʦʚ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʘʫʜʠʪʘ ʠ ʫʧʨʘʚʣʝʥʠ ̫ʧʣʘʪʬʦʨʤʘʤʠ Microsoft.  
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2.  ʋʧʨʘʚʣʝʥʠʝ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ Microsoft 
 

ʤʦʥʠʪʦʨʠʥʛ, ʙʝʟʦʧʘʩʥʦʩʪʴ, ʤʠʛʨʘʮʠʷ 
 

 

ʋʞʝ ʙʦʣʝʝ 20 ʣʝʪ ʢʦʤʧʘʥʠʷ Quest ʩʦʟʜʘʝʪ ʨʝʰʝʥʠʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ, ʟʘʱʠʪʳ ʠ 

ʤʠʛʨʘʮʠʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ Microsoft ʚ ʦʙʣʘʯʥʦʡ ʠʣʠ ʛʠʙʨʠʜʥʦʡ ʩʨʝʜʝ (Active 

Directory, Exchange, Office 365, Azure ʠ ʪ. ʜ.). ʉ ʧʦʤʦʱʴʶ ʨʝʰʝʥʠʡ Quest ʚʳ 

ʩʤʦʞʝʪʝ ʟʥʘʯʠʪʝʣʴʥʦ ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʝʥʥʳʝ ʠ ʬʠʥʘʥʩʦʚʳʝ ʟʘʪʨʘʪʳ ʥʘ ʧʦʜʜʝʨʞʢʫ ʠ 

ʫʧʨʘʚʣʝʥʠʝ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ. 

 

 

ʌʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʨʝʰʝʥʠʡ: 

 

¶ ʆʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

¶ ɺʳʧʦʣʥʝʥʠʝ ʤʠʛʨʘʮʠʠ ʠ ʢʦʥʩʦʣʠʜʘʮʠʠ ʜʘʥʥʳʭ; 

¶ ʋʧʨʘʚʣʝʥʠʝ ʘʨʭʠʚʠʨʦʚʘʥʠʝʤ ʠ ʭʨʘʥʝʥʠʝʤ ʠʥʬʦʨʤʘʮʠʠ; 

¶ ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʜʘʥʥʳʭ; 

¶ ʆʙʝʩʧʝʯʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʠ ʜʦʩʪʫʧʥʦʩʪʠ; 

¶ ʆʪʯʝʪʥʦʩʪʴ; 

¶ ʋʧʨʘʚʣʝʥʠʝ ʛʨʫʧʧʦʚʳʤʠ ʧʦʣʠʪʠʢʘʤʠ ʠ ʫʨʦʚʥʝʤ ʜʦʩʪʫʧʘ. 
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2.1. Change Auditor 
 

Change Auditor ï ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠ ̫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʘʫʜʠʪʘ 

ʠʟʤʝʥʝʥʠʡ ʜʣʷ ʩʨʝʜ Microsoft ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ.  

 

ʉʠʩʪʝʤʥʳʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʩʫʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʰʠʨʦʢʠʡ ʢʨʫʛ ʟʘʜʘʯ, ʚʢʣʶʯʘʷ ʦʮʝʥʢʫ 

ʟʘʱʠʱʝʥʥʦʩʪʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʧʨʦʚʝʨʢʫ ʠʟʤʝʥʝʥʠʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ 

ʘʥʘʣʠʟ ʨʘʟʣʠʯʥʳʭ ʠʟʤʝʥʝʥʠʡ ʚ ʩʨʝʜʝ Microsoft, ʚ ʯʘʩʪʥʦʩʪʠ, ʚ Active Directory.  

 

ɼʣʷ ʵʬʬʝʢʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ ʥʝʦʙʭʦʜʠʤʦ ʦʙʣʘʜʘʪʴ 

ʩʣʝʜʫʶʱʝʡ ʠʥʬʦʨʤʘʮʠʝʡ: 

 

 

¶ ʂʪʦ ʠ ʯʪʦ ʤʦʞʝʪ ʜʝʣʘʪʴ ʚ Active Directory? 

¶ ʋ ʢʦʛʦ ʠ ʢʘʢʦʡ ʫʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʢ ʙʠʟʥʝʩ ʢʨʠʪʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ (ʧʦʯʪʦʚʳʤ 

ʷʱʠʢʘʤ ʠ ʦʙʱʠʤ ʧʘʧʢʘʤ)? 

¶ ʂʪʦ ʦʙʣʘʜʘʝʪ ʧʨʘʚʘʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨʘʤ Windows ʠ 

ʨʘʙʦʯʠʤ ʩʪʘʥʮʠʷʤ? 

¶ ʋ ʢʦʛʦ ʠ ʢ ʢʘʢʦʤʫ ʦʙʦʨʫʜʦʚʘʥʠʶ ʚ ʩʝʪʠ, ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʤʳʤ ʨʝʩʫʨʩʘʤ, 

ʧʘʧʢʘʤ, ʬʘʡʣʘʤ ʠ ʙʘʟʘʤ ʜʘʥʥʳʭ Microsoft SQL Server ʝʩʪʴ ʜʦʩʪʫʧ? 

¶ ʂʘʢ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʳ ʩʝʨʚʝʨʳ ʠ ʢʘʢ ʩʦ ʚʨʝʤʝʥʝʤ ʤʝʥʷʝʪʩʷ ʠʭ 

ʢʦʥʬʠʛʫʨʘʮʠʷ? 

¶ ʂʘʢʠʝ ʣʦʢʘʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠ ʛʨʫʧʧʳ ʩʫʱʝʩʪʚʫʶʪ ʥʘ ʢʘʞʜʦʤ ʩʝʨʚʝʨʝ ʠ 

ʢʘʢʠʤ ʫʨʦʚʥʝʤ ʧʨʘʚ ʦʙʣʘʜʘʝʪ ʢʦʥʢʨʝʪʥʘʷ ʛʨʫʧʧʘ?  

 

 

ʇʦʠʩʢ ʦʪʚʝʪʦʚ ʥʘ ʵʪʠ ʠ ʜʨʫʛʠʝ ʚʦʧʨʦʩʳ ʩʪʘʥʜʘʨʪʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʪʨʝʙʫʝʪ 

ʪʠʪʘʥʠʯʝʩʢʠʭ ʫʩʠʣʠʡ ʠ ʙʦʣʴʰʠʭ ʚʨʝʤʝʥʥʳʭ ʟʘʪʨʘʪ. ɺʳʧʦʣʥʝʥʠʝ ʧʦʜʦʙʥʳʭ ʟʘʜʘʯ 

ʨʫʯʥʳʤʠ ʤʝʪʦʜʘʤʠ ʧʦʜʚʝʨʞʝʥʦ ʦʰʠʙʢʘʤ, ʧʦʪʝʥʮʠʘʣʴʥʦ ʧʨʠʚʦʜʷʱʠʤ ʢ ʧʦʷʚʣʝʥʠʶ 

ʫʷʟʚʠʤʦʩʪʝʡ ʠʣʠ ʢ ʥʘʨʫʰʝʥʠʷʤ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Change Auditor ʦʙʝʩʧʝʯʠʚʘʝʪ ʢʦʤʧʣʝʢʩʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʢʣʶʯʝʚʳʭ ʠʟʤʝʥʝʥʠʡ, 

ʚʥʝʩʸʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤʠ, ʦʪʩʣʝʞʠʚʘʝʪ ʜʝʡʩʪʚʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʨʘʟʫ ʧʦʩʣʝ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ, ʢʦʥʪʨʦʣʠʨʫʝʪ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʘʫʪʝʥʪʠʬʠʢʘʮʠʡ ʠ ʚʳʧʦʣʥʷʝʪ ʘʫʜʠʪ ʠʟʤʝʥʝʥʠʡ ʜʨʫʛʠʭ ʢʣʶʯʝʚʳʭ 

ʩʣʫʞʙ. 
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ʇʨʝʠʤʫʱʝʩʪʚʘ: 

 

¶ ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʩʠʩʪʝʤʳ: AD, Exchange, Windows File Servers, FluidFS, 

EMC, NetApp, SQL Server, SharePoint, Skype for Business ʠ VMware vCenter; 

¶ ɺʳʧʦʣʥʝʥʠʝ ʢʦʥʪʨʦʣ ̫ʜʝʡʩʪʚʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ; 

¶ ʆʪʚʝʯʘʝʪ ʥʘ ʚʦʧʨʦʩʳ: ʯʪʦ? ʢʪʦ? ʛʜʝ? ʢʦʛʜʘ? ʦʪʢʫʜʘ? 

¶ ɺʝʜʝʥʠʝ ʩʦʙʩʪʚʝʥʥʳʭ ʣʦʛʦʚ ʘʫʜʠʪʘ. Change Auditor ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʘʢ 

ʠʩʪʦʯʥʠʢ ʜʣʷ SIEM ʩʠʩʪʝʤ, ʵʢʦʥʦʤʷ ʥʘ ʦʙʲʸʤʝ ʚʭʦʜʷʱʝʛʦ ʚ ʥʠʭ ʪʨʘʬʠʢʘ ʟʘ 

ʩʯʝʪ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ ʬʠʣʴʪʨʘʮʠʠ ʩʦʙʳʪʠʡ; 

¶ ɿʘʱʠʪʘ ʯʫʚʩʪʚʠʪʝʣʴʥʳʭ ʜʘʥʥʳʭ ʦʪ ʫʜʘʣʝʥʠʷ ʠʣʠ ʧʝʨʝʟʘʧʠʩʠ; 

¶ ʄʦʜʫʣʴʥʘʷ ʩʠʩʪʝʤʘ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ. 

 

 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʤʦʜʫʣʴ Threat Detection, ʦʩʥʦʚʘʥʥʳʡ ʥʘ ʘʣʛʦʨʠʪʤʘʭ ʤʘʰʠʥʥʦʛʦ 

ʩʘʤʦʦʙʫʯʝʥʠʷ ʠ ʨʘʙʦʪʘʶʱʠʡ ʩ ʜʘʥʥʳʤʠ Change Auditor, ʦʙʝʩʧʝʯʠʚʘʝʪ: 

ï ʉʦʟʜʘʥʠʝ ʙʘʟʦʚʳʭ ʤʦʜʝʣʝʡ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ (ʥʘ ʦʩʥʦʚʝ 30 

ʜʥʝʡ ʥʘʙʣʶʜʝʥʠʷ);  

ï ʆʙʥʘʨʫʞʝʥʠʝ ʦʪʢʣʦʥʝʥʠʡ ʦʪ ʙʘʟʦʚʳʭ ʤʦʜʝʣʝʡ ʠ ʘʥʦʤʘʣʠʡ 

ʧʦʚʝʜʝʥʠʷ; 

ï ʂʦʨʨʝʣʷʮʠ ʁʩʦʙʳʪʠʡ ʠ ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʠʥʮʠʜʝʥʪʦʚ; 

ï ʇʦʩʪʨʦʝʥʠʝ ʤʦʜʝʣʝʡ ʨʠʩʢʦʚ; 

ï ʇʨʠʦʨʠʪʠʟʘʮʠ ʁʨʠʩʢʦʚ ʠ ʦʪʩʣʝʞʠʚʘʥʠʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʘʢʪʠʚʥʦʩʪʝʡ. 
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2.2. Enterprise Reporter 
 

Enterprise Reporter ï ʠʥʩʪʨʫʤʝʥʪ ʘʥʘʣʠʟʘ ʠ ʦʪʯʝʪʥʦʩʪʠ ʜʣʷ ʩʨʝʜ Microsoft. 

 
 

ʈʝʰʝʥʠʝ Enterprise Reporter ʦʧʨʝʜʝʣʷʝʪ ʪʝʢʫʱʫʶ ʠ ʠʩʪʦʨʠʯʝʩʢʫʶ 

ʢʦʥʬʠʛʫʨʘʮʠʠ Active Directory, Exchange, Windows File Server ʠ SQL Server, ʯʪʦ 

ʧʦʤʦʛʘʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʦʧʝʨʘʪʠʚʥʦ ʥʘʡʪʠ ʦʪʚʝʪ ʥʘ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʝ 

ʚʦʧʨʦʩʳ. ʇʨʝʜʣʘʛʘʝʤʳʡ ʠʥʩʪʨʫʤʝʥʪ ð ʣʝʛʢʦ ʤʘʩʰʪʘʙʠʨʫʝʤʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʩʙʦʨʘ, 

ʘʥʘʣʠʟʘ ʠ ʦʪʯʝʪʥʦʩʪʠ ʦʪʥʦʩʠʪʝʣʴʥʦ ʜʘʥʥʳʭ ʧʦ ʢʦʥʬʠʛʫʨʘʮʠʷʤ Active Directory, 

Exchange, Windows File Server ʠ SQL-ʩʝʨʚʝʨʦʚ ʥʘ ʚʩyʤ ʧʨʝʜʧʨʠʷʪʠʠ.  

ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠ ʥʘʩʪʨʘʠʚʘʝʤʳʝ ʦʪʯʝʪ rʫʩʢʦʨʷʶʪ ʧʨʦʮʝʩʩ ʧʨʦʚʝʜʝʥʠ ̫

ʦʮʝʥʢʠ ʩʦʙʣʶʜʝʥʠʷ ʥʦʨʤʘʪʠʚʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘʥʘʣʠʟʘ 

ʢʦʥʬʠʛʫʨʘʮʠʡ ʜʦ ʠ ʧʦʩʣʝ ʤʠʛʨʘʮʠʠ, ʘ ʪʘʢʞʝ ʧʨʦʚʝʨʢʫ ʠʟʤʝʥʝʥʠʡ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ.  

ɼʘʥʥʳʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʟʚʦʣʷʶʪ ʦʩʫʱʝʩʪʚʣʷʪʴ ʢʘʯʝʩʪʚʝʥʥʳʡ 

ʧʨʝʜ/ʧʦʩʪ ʤʠʛʨʘʮʠʦʥʥʳʡ ʘʥʘʣʠʟ, ʩʪʨʘʪʝʛʠʯʝʩʢʦʝ ʧʣʘʥʠʨʦʚʘʥʠʝ ʠ ʫʧʨʝʞʜʘʶʱʝʝ 

ʫʧʨʘʚʣʝʥʠʝ ʩʨʝʜʦʡ Microsoft. 
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2.3. InTrust 
 

InTrust ï ʤʝʥʝʜʞʝʨ ʣʦʛʦʚ, ʚʳʧʦʣʥʷʝʪ ʩʙʦʨ ʠ ʦʧʪʠʤʠʟʠʨʦʚʘʥʥʦʝ ʭʨʘʥʝʥʠʝ 

ʜʘʥʥʳʭ ʦ ʩʦʙʳʪʠʷʭ ʠʟ ʩʠʩʪʝʤ Windows, Unix ʠ Linux. 

   

Quest InTrust ʦʪʩʣʝʞʠʚʘʝʪ ʚʩʝ ʜʝʡʩʪʚʠʷ ʥʘ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ: ʦʪ ʤʦʤʝʥʪʘ ʚʭʦʜʘ ʜʦ ʤʦʤʝʥʪʘ ʚʳʭʦʜʘ ʠʟ ʩʠʩʪʝʤʳ. ʉʧʝʮʠʘʣʴʥʳʡ 

ʘʣʛʦʨʠʪʤ ʩʞʠʤʘʝʪ ʭʨʘʥʠʤʳʝ ʜʘʥʥʳʝ ʩ ʢʦʵʬʬʠʮʠʝʥʪʦʤ 40:1, ʯʪʦ ʦʧʪʠʤʠʟʠʨʫʝʪ 

ʨʘʩʭʦʜʳ ʥʘ ʘʧʧʘʨʘʪʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʭʨʘʥʝʥʠ̫ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ ʠʟ Windows, 

UNIX/Linux ʩʝʨʚʝʨʦʚ, ʙʘʟ ʜʘʥʥʳʭ, ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ ʟʘ ʜʣʠʪʝʣʴʥʳʡ 

ʧʝʨʠʦʜ. 

 

 

InTrust ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʠʩʪʝʤʫ ʦʧʦʚʝʱʝʥʠ ̫ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ, 

ʢʦʪʦʨʘʷ ʥʝʤʝʜʣʝʥʥʦ ʨʝʘʛʠʨʫʝʪ ʥʘ ʫʛʨʦʟʳ ʠ ʚʳʧʦʣʥʷʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠʝ ʜʝʡʩʪʚʠʷ 

ʧʨʠ ʚʳʷʚʣʝʥʠʠ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ. 

 

 
 

ʇʨʝʠʤʫʱʝʩʪʚʘ: 

 

¶ ʉʦʢʨʘʱʝʥʠʝ ʨʘʩʭʦʜʦʚ ʥʘ ʭʨʘʥʝʥʠʝ ʠ ʦʙʝʩʧʝʯʝʥʠʝ ʧʦʩʪʦʷʥʥʦʡ ʜʦʩʪʫʧʥʦʩʪʠ 

ʞʫʨʥʘʣʦʚ ʜʣʷ ʘʥʘʣʠʟʘ; 

¶ ʃʝʛʢʠʡ ʧʦʠʩʢ ʩʦʙʳʪʠʡ ʠʟ ʝʜʠʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ;  

¶ ʄʦʤʝʥʪʘʣʴʥʦʝ ʦʧʦʚʝʱʝʥʠʝ, ʫʩʪʨʘʥʝʥʠʝ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʩʦʙʳʪʠʡ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

¶ ʀʥʪʝʛʨʘʮʠʷ ʩ ʩʫʱʝʩʪʚʫʶʱʠʤʠ ʨʝʰʝʥʠʤ̫ʠ SIEM; 

¶ ɿʘʧʫʩʢ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ ʜʝʡʩʪʚʠʡ ʧʨʠ ʚʳʷʚʣʝʥʠʠ ʫʛʨʦʟ; 

¶ ɿʘʱʠʪʘ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ ʦʪ ʧʦʜʜʝʣʢʠ ʠʣʠ ʫʥʠʯʪʦʞʝʥʠʷ ʧʫʪʝʤ 

ʜʫʙʣʠʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʧʦ ʤʝʨʝ ʠʭ ʧʦʣʫʯʝʥʠʷ. 
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2.4. Recovery Manager AD 
 

Recovery Manager AD ð ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʛʨʘʥʫʣʷʨʥʦʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 

ʦʙʲʝʢʪʦʚ Active Directory. ʅʝʧʨʝʜʚʠʜʝʥʥʳʝ ʩʠʪʫʘʮʠʠ ʩ Active Directory (AD) (ʢʦʛʜʘ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʩʣʫʯʘʡʥʦ ʯʪʦ-ʪʦ ʫʜʘʣʷʝʪ ʠʣʠ ʚʳʧʦʣʥʷʝʪ ʤʘʩʩʦʚʦʝ ʦʙʥʦʚʣʝʥʠʝ 

ʦʙʲʝʢʪʦʚ) ʤʦʛʫʪ ʥʝʛʘʪʠʚʥʦ ʧʦʚʣʠʷʪ ɹ ʥʘ ʨʘʙʦʪʫ ʮʝʣʦʛʦ ʧʨʝʜʧʨʠʷʪʠʷ. ɼʘʥʥʳʡ 

ʠʥʮʠʜʝʥʪ ʤʦʞʝʪ ʩʪʦʠʪʴ ʢʦʤʧʘʥʠʠ ʜʝʥʝʛ ʠ ʥʘʥʝʩʪʠ ʫʱʝʨʙ ʨʝʧʫʪʘʮʠʠ. ʇʨʝʜʣʘʛʘʝʤʳʡ 

ʠʥʩʪʨʫʤʝʥʪ ð ʛʘʨʘʥʪʠʷ ʤʛʥʦʚʝʥʥʦʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ AD ʚ ʩʣʫʯʘʝ ʥʝʰʪʘʪʥʳʭ 

ʩʠʪʫʘʮʠʡ. 

 

Quest Recovery Manager ʜʣʷ Active Directory ð ʵʪʦ ʩʪʨʘʭʦʚʦʡ ʧʣʘʥ ʜʣʷ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ AD. ʀʥʩʪʨʫʤʝʥʪ ʧʦʟʚʦʣʷʝʪ ʪʦʯʥʦ ʦʧʨʝʜʝʣʠʪʴ ʠʟʤʝʥʝʥʠʷ ʚ AD ʥʘ 

ʫʨʦʚʥʝ ʦʙʲʝʢʪʦʚ ʠ ʘʪʨʠʙʫʪʦʚ, ʧʦʢʘʞʝʪ, ʯʪʦ ʧʨʦʠʟʦʰʣʦ, ʥʘ ʢʦʛʦ ʧʦʚʣʠʷʣʦ ʠ ʯʪʦ 

ʥʫʞʥʦ ʦʪʢʘʪʠʪʴ ʥʘʟʘʜ. ɹʳʩʪʨʦ ʩʨʘʚʥʠʚʘʝʪ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʩ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʝʡ, 

ʯʪʦʙʳ ʪʦʯʥʦ ʦʧʨʝʜʝʣʠʪʴ ʨʘʟʣʠʯʠʷ ʥʘ ʫʨʦʚʥʝ ʦʙʲʝʢʪʘ ʠ ʤʛʥʦʚʝʥʥʦ ʚʦʩʩʪʘʥʦʚʠʪʴ 

ʜʘʥʥʳʝ ʚ ʣʦʢʘʣʴʥʦʡ ʩʨʝʜʝ, Azure AD ʠʣʠ ʛʠʙʨʠʜʥʦʡ ʩʨʝʜʝ. 

 

 ʇʨʝʠʤʫʱʝʩʪʚʘ: 

 

¶ ʋʤʝʥʴʰʘʝʪ ʜʦ ʤʠʥʫʪ ʚʨʝʤʷ ʧʨʦʩʪʦʷ ʚʩʣʝʜʩʪʚʠʝ ʧʦʚʨʝʞʜʝʥʠʷ ʜʘʥʥʳʭ AD;  

¶ ʋʧʨʦʱʘʝʪ ʠ ʫʩʢʦʨʷʝʪ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ AD ʙʝʟ ʧʝʨʝʚʦʜʘ AD ʚ ʘʚʪʦʥʦʤʥʳʡ 

ʨʝʞʠʤ; 

¶ ʕʢʦʥʦʤʠʪ ʚʨʝʤʷ ʧʦʩʨʝʜʩʪʚʦʤ ʩʨʘʚʥʝʥʠʷ ʜʘʥʥʳʭ ʚ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʩ 

ʪʝʢʫʱʠʤʠ ʟʥʘʯʝʥʠʷʤʠ ʜʣʷ ʙʳʩʪʨʦʛʦ ʦʙʥʘʨʫʞʝʥʠʷ ʠʟʤʝʥʝʥʠʡ. 
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2.5. IT Security Search 
 

IT Security Search ð ʛʨʘʬʠʯʝʩʢʘʷ ʢʦʥʩʦʣʴ ʜʣʷ ʩʢʚʦʟʥʦʛʦ ʧʦʠʩʢʘ ʧʦ ʩʦʙʳʪʠʷʤ 

ʚ Change Auditor, Enterprise Reporter, InTrust ʠ Recovery Manager. 

 

IT Security Search ð ʵʪʦ ʧʦʠʩʢʦʚʳʡ ʠʥʩʪʨʫʤʝʥʪ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ ʧʨʦʩʪʦʡ, 

ʝʩʪʝʩʪʚʝʥʥʳʡ ʷʟʳʢ ʧʦʠʩʢʘ, ʯʪʦʙʳ ʀʊ-ʘʜʤʠʥʠʩʪʨʘʪʦʨ  r ʠ ʛʨʫʧʧ r ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʤʦʛʣʠ ʙʳʩʪʨʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʠʥʮʠʜʝʥʪʳ ʠ ʧʨʦʚʦʜʠʪʴ ʘʥʘʣʠʪʠʢʫ. ɺ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʦʠʩʭʦʜʠʪ ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʨʘʟʨʦʟʥʝʥʥʳʭ ʀʊ-ʜʘʥʥʳʭ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚʳʰʝ 

ʩʠʩʪʝʤ ʚ ʝʜʠʥʫʶ ʢʦʥʩʦʣʴ. 

 

 
ʇʨʝʠʤʫʱʝʩʪʚʘ:  

 

¶ ʋʧʨʦʱʝʥʠʝ ʧʦʠʩʢʘ, ʘʥʘʣʠʟʘ ʠ ʧʦʜʜʝʨʞʢʠ ʚʘʞʥʳʭ ʀʊ-ʜʘʥʥʳʭ, ʨʘʟʙʨʦʩʘʥʥʳʭ 

ʧʦ ʨʘʟʣʠʯʥʳʤ ʭʨʘʥʠʣʠʱʘʤ; 

¶ ʆʧʝʨʘʪʠʚʥʘʷ ʧʨʦʚʝʨʢʘ ʠ ʘʫʜʠʪ ʩʦʦʪʚʝʪʩʪʚʠʷ ʧʦʣʠʪʠʢʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ 

ʧʦʣʥʳʤ ʦʪʦʙʨʘʞʝʥʠʝʤ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʜʘʥʥʳʭ ʧʦ ʩʝʨʚʝʨʘʤ/ʬʘʡʣʘʤ ʚ ʝʜʠʥʦʡ ʢʦʥʩʦʣʠ;  

¶ ʋʩʢʦʨʝʥʠʝ ʧʦʠʩʢʘ ʢʦʨʥʝʚʦʡ ʧʨʠʯʠʥʳ ʧʨʦʙʣʝʤ, ʝʩʣʠ ʧʨʦʠʟʦʡʜʝʪ ʩʙʦʡ ʠʣʠ 

ʥʘʨʫʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

¶ ɹʳʩʪʨʦʝ ʠ ʧʨʦʩʪʦʝ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʧʦʚʨʝʞʜʝʥʥʳʭ ʠʣʠ ʟʣʦʥʘʤʝʨʝʥʥʦ 

ʠʟʤʝʥʝʥʥʳʭ ʦʙʲʝʢʪʦʚ AD ʠ Exchange.  
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2.6. Migration Manager 
 

Migration Manager ð ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʤʠʛʨʘʮʠʠ ɻ ʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 

ʠ ʧʨʠʣʦʞʝʥʠʡ* ʠʟ Lotus Notes ʥʘ ʧʣʘʪʬʦʨʤʫ Microsoft Exchange. ʆʨʛʘʥʠʟʘʮʠʠ 

ʧʝʨʝʭʦʜʷʪ ʦʪ IBM Notes ʢ Microsoft Office 365, Exchange ʠ SharePoint ʧʦ ʤʥʦʞʝʩʪʚʫ 

ʧʨʠʯʠʥ, ʚʢʣʶʯʘʷ ʩʣʝʜʫʶʱʠʝ: 

- ʉʣʠʷʥʠʝ ʠʣʠ ʧʨʠʦʙʨʝʪʝʥʠʝ ʢʦʤʧʘʥʠʡ; 

- ʄʠʛʨʘʮʠʷ ʚ ʦʙʣʘʢʦ;  

- ʇʨʝʜʩʪʦʷʱʝʝ ʦʙʥʦʚʣʝʥʠʝ IBM Notes ʠ/ʠʣʠ ʦʢʦʥʯʘʥʠʝ ʧʦʜʜʝʨʞʢʠ ʧʨʦʜʫʢʪʘ;  

- ʅʝʜʦʩʪʘʪʦʯʥʦʩʪʴ ʯʝʣʦʚʝʯʝʩʢʠʭ ʨʝʩʫʨʩʦʚ ʜʣʷ ʵʢʩʧʝʨʪʥʦʡ ʨʘʙʦʪʳ ʩ Notes;  

- ɹʦʣʴʰʝ ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ ʩ ʜʨʫʛʠʤʠ ʙʠʟʥʝʩ-ʩʠʩʪʝʤʘʤʠ (ʚ ʩʣʫʯʘʝ ʩ 

Microsoft). 

 

ʀʥʩʪʨʫʤʝʥʪ Migration Manager ʧʦʤʦʛʘʝʪ ʚʳʧʦʣʥʠʪʴ ʤʠʛʨʘʮʠʶ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ ʠ ʧʨʠʣʦʞʝʥʠʡ ʚ Office 365, Exchange ʠ SharePoint c ʥʫʣʝʚʳʤ ʚʨʝʤʝʥʝʤ 

ʧʨʦʩʪʦʷ. ʉ ʧʦʤʦʱʴʶ ʨʝʰʝʥʠʷ ʦʪ ʢʦʤʧʘʥʠʠ Quest, ʥʘ 60% ʩʥʠʞʘʶʪʩʷ ʨʘʩʭʦʜʳ ʥʘ 

ʤʠʛʨʘʮʠʶ ʠ ʧʨʦʮʝʩʩ ʤʠʛʨʘʮʠʠ ʧʨʦʠʩʭʦʜʠʪ ʚ ʪʨʠ ʨʘʟʘ ʙʳʩʪʨʝʝ. ɺ ʠʥʪʝʨʬʝʡʩʝ 

Migration Manager ʧʝʨʝʜ ʤʠʛʨʘʮʠʝʡ ʜʦʩʪʫʧʥʦ ʚʳʧʦʣʥʝʥʠʝ ʘʥʘʣʠʟʘ ʜʣʷ 

ʵʬʬʝʢʪʠʚʥʦʛʦ ʧʣʘʥʠʨʦʚʘʥʠʷ, ʩʥʠʞʝʥʠʷ ʨʠʩʢʦʚ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʚʤʝʩʪʠʤʦʩʪʠ. 

 

 
 

Migration Manager ʜʣ ̫Active Directory ʠ ʬʘʡʣʦʚʳʭ ʩʝʨʚʝʨʦʚ 

 

Migration Manager ʜʣʷ Active Directory 

(AD), ʩʦʚʤʝʩʪʥʦ ʩ Secure Copy ð  ʧʨʦʜʫʢʪ r

ʜʣʷ ʩʥʠʞʝʥʠʷ ʨʠʩʢʦʚ ʧʨʠ ʢʦʥʩʦʣʠʜʘʮʠʠ ʠ 

ʨʝʩʪʨʫʢʪʫʨʠʟʘʮʠʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ AD ʠ 

ʬʘʡʣʦʚʳʭ ʩʝʨʚʝʨʦʚ. 

ʈʝʰʝʥʠʝ ʫʧʨʦʱʘʝʪ ʤʠʛʨʘʮʠʶ ʠ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʦʭʨʘʥʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦʛʦ 

ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʨʘʙʦʯʠʤ 

ʩʪʘʥʮʠʷʤ, ʨʝʩʫʨʩʘʤ ʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ 

ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʧʨʦʮʝʩʩʘ ʤʠʛʨʘʮʠʠ.  

 

  
































































































